
SSH Authentication 
Using GPG Smart 

Cards



Introduction

● Nick Bebout
● Senior Systems Administrator at the University of Southern Indiana
● nb@usi.edu
● https://nb.usi.edu



Benefits of using Smart Cards
● Your GPG key does not reside on your hard drive
● Key cannot be extracted from smart card

● Keys can be generated on the smart card itself, however, I 
recommend generating the key on your machine (while not 
connected to internet), so you can make a backup in case your 
smart card malfunctions in the future and you need to reset or 
replace it

● Protection against brute-force of your passphrase
● 3 incorrect PINs will lock the card until Admin PIN is used
● 3 incorrect Admin PINs will permanently lock the card, until/unless 

the card is completely wiped, which will remove any keys stored on 
that card

● Requires no additional configuration on servers, other than placing your 
public key in the authorized_keys file on that server, same as a 
traditional SSH key



Types of Smart Cards
● YubiKey 4

● Support up to 4096 bit RSA keys
● Also can do Yubico auth, HOTP, U2F
● Also available in Nano size, USB-C and USB-C Nano
● YK4 $40 USD, YK4 Nano or USB-C $50 USD, YK4 USB-C 

Nano $60 
● Can order from Yubico directly or “Fulfilled by 

Amazon”
● Ships from USA (or Europe)



● YubiKey NEO
● Support up to 2048 bit RSA keys
● Also can do Yubico auth, HTOP, U2F, and NFC
● $50 USD
● Can order from Yubico directly or “Fulfilled by 

Amazon”
● Ships from USA (or Europe)



● SIM sized GPG smart cards with Gemalto readers
● Support up to 4096 bit RSA keys
● Support NIST P-256,384,521
● 18.50 EUR for smart cards
● 19.00 EUR for Gemalto reader

● Must order from Germany https://www.floss-shop.de/en 
and takes a while to arrive



● Full size GPG smart cards with various types of readers
● Support up to 4096 bit RSA keys
● Support NIST P-256,384,521
● 17.90 EUR for smart cards
● Must order from Germany 

https://www.floss-shop.de/en                                       
and takes a while to arrive



How to use GPG smart cards

https://git.nb.zone/nb/ssh-gpg-smartcard-config
or

https://da.gd/smartcards
This repository has instructions for Linux, macOS, and Windows



Enabling Smart Card
Support



Installing Required Packages



Disable gnome-keyring and enable gpg-agent to replace ssh-agent



Set ~/.bashrc to automatically start gpg-agent



Configuring Your
Smart Card



Verify if your smart card is working properly with GPG



Enter “card edit” mode



Set your PIN



Set your Admin PIN



Set your name (optional)



Enter “edit key” mode



Toggle (to change to private keys)
& Select 1st subkey (In this case, is the signature subkey)



Move 1st subkey to smart card



Deselect subkey 1, select subkey 2



Move 2nd subkey to smart card



Deselect subkey 2, select subkey 3



Move 3rd subkey to smart card



Verify that keys show up on smart card



Make sure gpg-agent will use your key for SSH

Output public key in SSH format to put in ~/.ssh/authorized_keys



Put public key in ~/.ssh/authorized_keys



Questions?
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